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ABSTRAK

Seiring dengan meningkatnya penggunaan komputer, maka aktifitas bisnis dan
penyimpanan serta penggunaan data pun sudah mulai dialihkan, dari yang awalnya
menggunakan berkas-berkas dokumen, dialihkan menjadi aktifitas komputasi dan
data digital yang tersimpan didalam komputer. Meningkatnya kepentingan
komputer tentu memunculkan tantangan dan resikonya sendiri. Salah satu risiko
dan tantangannya adalah keamanan dari sistem dan jaringan komputer tersebut.
Berbagai macam cara sudah dilakukan demi meningkatkan keamanan jaringan
komputer, salah satunya adalah menggunakan Intrusion Detection System (IDS).
IDS adalah salah salah satu manajemen keamanan yang mampu mendeteksi
serangan pada suatu jaringan komputer secara real-time, contohnya serangan
Denial of Service. Untuk memaksimalkan fungsi deteksi IDS yang mampu
mendeteksi serangan yang belum diketahui, maka digunakanlah pendekatan data
mining dalam membuat IDS yang menerapkan teknik anomaly based detection.
Pada penelitian ini, teknik sequential pattern mining yaitu algoritma CM-SPADE
digunakan untuk memunculkan rules IDS yang mampu mendeteksi serangan DOS.
Pembuatan model dan rules dilakukan dengan menerapkan algoritma CM-SPADE
kepada data KDD Cup tahun 1999. Hasil dari penelitian ini mengungkapkan bahwa
penerapan algoritma CM-SPADE mampu menghasilkan rules IDS yang mampu
mendeteksi serangan DOS dengan tingkat akurasi sebesar 97,976%.

Kata Kunci: Intrusion Detection System, data mining, CM-SPADE, KDD
Cup ’99 Dataset, Snort
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ABSTRACT

Along with the increasing use of computers, business activities and the use of data
storage have also begun to changed, from the use of document files which now
changed to computing activities and digital data storage stored within the computer.
The increasing of computer importance in daily lives also raises it’s own challenge
and risks. One of the risks and challenge that arose is the security of the computer
system and network. Various ways have been done to improve computer network
security, one of which is using Intrusion Detection System (IDS). IDS is one of the
security management that able to detect attacks on a computer network in real-time,
for example Denial of Service (DOS) attacks. To maximize the IDS detection
function that is able to detect unknown attacks, a data mining approach is used to
create an IDS that uses anomaly based detection techniques. In this study, a
sequential pattern mining technique, the CM-SPADE algorithm, is used to generate
IDS rules that can detect DOS attacks. Modeling and rules are made by applying
the CM-SPADE algorithm to the KDD Cup 1999 data. The results of this study
reveal that the application of the CM-SPADE algorithm is able to produce IDS rules
that are able to detect DOS attacks with an accuracy rate of 97.976%.

Keyswords: Intrusion Detection System, data mining, CM-SPADE, KDD
Cup ’99 Dataset, Snort

Samekto Rinekso Pribadi, 2019

IMPLEMENTASI ALGORITMA CM-SPADE DALAM MEMBANGUN MODEL SISTEM DETEKSI DENIAL OF
SERVICE MENGGUNAKAN SNORT

Universitas Pendidikan Indonesia | repository.upi.edu | perpustakaan.upi.edu



DAFTAR ISI

PERNYATAAN . ...ttt sttt ettt st be bt enenrens [
KATA PENGANTAR oottt nnae e I
UCAPAN TERIMA KASIH.....oooiii et i
ABSTRAK ..ottt ettt nes Y
ABSTRAGCT ..ottt et sttt re bt reebe st e eneens Vi
DYl I O ) SRR vii
DAFTAR TABEL ... ettt X
DAFTAR GAMBAR ...ttt Xi
BAB | PENDAHULUAN ..ottt 1
1.1 Latar BelaKang ... 1
1.2 RUumusan Masalah ...........cccooviiiiieiiieeee e 6
1.3 Tujuan Penelitian..........c.ccoveiiiiiiiiie e 6
1.4 Batasan Masalah ... s 6
1.5  Manfaat PenuliSan ..........ccooiieiieiici e 7
1.6 Sistematika PENUIISAN.........cccooiiiieiieie e 7
BAB 1l KAJIAN PUSTAKA ..ottt 9
2.1, Intrusion Detection SYSIEM ........cccooveiiiiiiiicse e 9
2.2, Serangan DOS .......ooooiiiiiie i 11
2.3.  Pendekatan Data Mining Pada IDS...........ccccociiiininiiieiee e 12
2.3.1.  Algoritma Sarang SEMUL........cccueiereierere e 13
2.3.2.  AIGOrtMa SVM.. ..o 13
2.3.3.  Sequence Pattern MiNiNg .......cccoccveviieiie i 15
2.3.4.  CIM-SPADE ......ooi ittt 18
2.3.5. Dataset KDD CUP Tahun 1999.........cccccoviiiiiiiiiniiee e 19
2.3.6.  SNOMTIDS......iiicice e 23
2.4.  Korelasi Atribut PEarson ..........ccocoeiieiiiiieiieeee e 25
2.5.  Bahasa Pemrograman JaVa...........cccceeeniiene i 26
2.8, SPIMF .. ettt 28
BAB 11l METODOLOGI PENELITIAN. ..ot 31

Samekto Rinekso Pribadi, 2019

IMPLEMENTASI ALGORITMA CM-SPADE DALAM MEMBANGUN MODEL SISTEM DETEKSI DENIAL OF
SERVICE MENGGUNAKAN SNORT

Universitas Pendidikan Indonesia | repository.upi.edu | perpustakaan.upi.edu



3.1, DeSAIN PENEILIAN .. .o, 31

3.1 1. StUD LItAIatUN . ...eieee et 32
3.1.2.  Pengumpulan Data Training KDD Cup 1999 ........cccccevvevveieiieenne. 32
3.1.3.  Pengumpulan Data Testing KDD Cup 1999.........ccccccvvvevvivievieenne. 32
3.1.4.  Preprocessing Data Set..........ccooeieiiiiiiiiiinieeeee e 32
3.1.5.  Proses Mining Menggunakan Algoritma CM-SPADE ................... 32
3.1.6. Pembuatan Rules dan Model IDS ............cccccovvniininininnene e 33
3.1.7.  Implementasi Rules pada Snort...........ccccccevveviiieiiece e 33
318, TESHING .ottt 33
3.1.9.  Analisis dan Evaluasi Hasil Penelitian............cccccvevevviieneniinnnnee. 33
3.1.10. Kesimpulan dan Saran...........ccccceeveiveiiiiieieeie e 34

3.2, Alat dan Bahan ..o 34
321, AlAtPenelitian .......ccooveiiiieiieecie e 34
3.2.2.  Bahan Penelitian.........c.cccooeiieiiiieiiece e 35
BAB IV HASIL PENELITIAN DAN PEMBAHASAN .......ccccovviiiiiieneiee e, 36
4.1,  Pengumpulan Data ........cccccviieiiiiicic e 36
4.2, PreproCessing Data.........cccooeiuiriiiiiiiiieee e 37
O N | (=] ] 1R LU SR 37
O | (-] ] 1 L - USSR 44
4.3. Proses Mining Menggunakan CM-SPADE ............ccccoceevveieiieiecceenn, 45
4.3.1. Mengubah Data Menjadi Format SPMF .............c.ccocoiviveiieieen, 45
4.3.2.  Proses Mining CM-SPADE...........cccccoiiiiiiiiiiiineee e 46
4.4. Pembuatan Model dan RUleS IDS...........cccoviieiieie e 50
4.5. Testing Performa Model ...........ccoovieiiiiiiiii e 52
45.1.  Pengumpulan Data TeStING .......cccvevviiiiiriieiie e 52
4.5.2.  Pengujian Performa AKUIaS ........cccoeieriiiniieiieieiee e 53
45.3. Pengujian Performa Waktu Training ........cc.ccoevvvvrenrenenenenennnnnns 54
BAB V KESIMPULAN DAN SARAN.......cotiiiiiitieiet e 57
5.1, KeSIMPUIAN......ooiiiiic e 57
ST | o TSP 57
DAFTAR PUSTAKA ettt sttt e e e e e e naae e e nnreeens 59
LAMPIRAN L.ttt e e st e e s s e e e e nnbbeeeeans 62

Samekto Rinekso Pribadi, 2019

IMPLEMENTASI ALGORITMA CM-SPADE DALAM MEMBANGUN MODEL SISTEM DETEKSI DENIAL OF
SERVICE MENGGUNAKAN SNORT

Universitas Pendidikan Indonesia | repository.upi.edu | perpustakaan.upi.edu



1. Sample KDD Cup 99 Dataset Setelah Preprocessing..........c.cocevvvrerennnns
2. Sample Pola Hasil Mining dengan Support 0.45...........ccooeieiininininnnee
3. Sample Pola Hasil Mining dengan Support 0.45 Setelah Filtrasi ..............

Samekto Rinekso Pribadi, 2019

IMPLEMENTASI ALGORITMA CM-SPADE DALAM MEMBANGUN MODEL SISTEM DETEKSI DENIAL OF
SERVICE MENGGUNAKAN SNORT

Universitas Pendidikan Indonesia | repository.upi.edu | perpustakaan.upi.edu



DAFTAR TABEL

Tabel 1 Atribut Pada KDD Cup '99 Dataset .........cccevvvvieeveeieiiese e
Tabel 2 Fitur Yang Terpilin ..o

Tabel 3 Ciri-ciri Koneksi NOrMal ........cooooioeee e

Samekto Rinekso Pribadi, 2019

IMPLEMENTASI ALGORITMA CM-SPADE DALAM MEMBANGUN MODEL SISTEM DETEKSI DENIAL OF
SERVICE MENGGUNAKAN SNORT

Universitas Pendidikan Indonesia | repository.upi.edu | perpustakaan.upi.edu



Gambar 2.
Gambar 2.
Gambar 2.
Gambar 2.
Gambar 2.
Gambar 2.
Gambar 2.
Gambar 2.
Gambar 2.
Gambar 2.
Gambar 3.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.
Gambar 4.

DAFTAR GAMBAR

1 Perjalanan Semut Menemukan Makanan............c.c.ccocceeveeieeinsnenne. 14
2 Laman Data SEtNSA ... 20
3 Laman Data Set UNSW-NB15 ... 20
4 1L0g0 SNOIT IDS ... 23
5 Rumus Korelasi Atribut Pearson..........ccccoceveveveniesieenesie e 26
6 Logo Bahasa Pemrograman Java ...........ccccceeveveeeeieenieseeseesie e 26
7 L0g0 NEtBEANS.....cciiiiiiiiic it 27
8 L0GO0 ECHIPSE.....eieiiiieie s 28
9 L0go INEIJIDEA ... s 28
10 LOGO SPIMF ...ttt 29
1 Desain PeNEITIAN.......ccuiiiieieieie e 31
1 Tampilan Laman Arsip Data KDD Cup 1999........cccccociiiinininnnne 36
2 Tampilan Awal WEKA ... 37
3 Alur Preprocessing Data Training..........cccoeeveeieeveiie s 38
4 Rangking Korelasi Fitur...........ccoccviveiieii i 39
5 Halaman Convert SPMF ..o e 45
6 Contoh Data Setelah PreproCessing .........ccocevvveiveienenenene e 46
7 Contoh Data FOrmat SPMF ..o 46
8 Halaman CM-SPADE SPMPF .........cccccooiiiaiiiiieie e 47
9 Pola Contoh Hasil CM-SPADE ...........ccccooeviienieeneene e 48
10 Pola Contoh Hasil Filter CM-SPADE..........ccccooeiiieiiviieneere e 49
11 Pola Yang Terpilin ......cccoeiiiiiic e 50
12 Model Arsitektur SNort IDS ..........oooeiiiiiieee e 51
13 Alur Preprocessing Data Testing dan Data Corrected ................... 52
14 Rumus Atribut Label pada Data TeSting.........ccccevererenerenesinnens 53
15 Data Tes Performa Waktu...........ccocceeviienieiienn e 55
16 Waktu Proses CM-SPADE .........cccocooiiiiiiinee e 55
17 Waktu ProSes SPADE .........cccoovieiiere e seese e 56

Samekto Rinekso Pribadi, 2019

IMPLEMENTASI ALGORITMA CM-SPADE DALAM MEMBANGUN MODEL SISTEM DETEKSI DENIAL OF
SERVICE MENGGUNAKAN SNORT

Universitas Pendidikan Indonesia | repository.upi.edu | perpustakaan.upi.edu



DAFTAR PUSTAKA

Agrawal, R., & Srikant, R. (1995). Mining sequential patterns. Proceedings of the
Eleventh International Conference on Data Engineering. Taipei: IEEE.

Bintara, H. (2017, February 16). Mengenal Snort Sebagai Network Intrusion
Detection System (NIDS). Diambil kembali dari NETSEC.ID:
https://netsec.id/snort-nids/

Darwish, M., Ouda, A., & Capretz, L. F. (2015). A cloud-based secure
authentication (CSA) protocol suite for defense against Denial of Service
(DOS) attacks. Journal of Information Security and Applications 20, 90-
98.

Elhag, S., Fernandez, A., Bawakid, A., Alshomrani, S., & Herrera, F. (2015). On
the combination of genetic fuzzy systems and pairwise learning for
improving detection rates on Intrusion Detection Systems. Expert Systems
with Applications, 193-202.

Feng, W., Zhang, Q., Hu, G., & Huang, J. X. (2013). Mining Network Data for
Intrusion Detection through Combining SVM with Ant Colony. Future

Generation Computer Systems.

Fournier-Viger, P., Gomariz, A., Campos, M., & Thomas, R. (2014). Fast Vertical
Mining of Sequential Patterns Using Co-occurrence Information.

Advances in Knowledge Discovery and Data Mining, 40-52.

Garofalakis, M. N., Rastogi, R., & Shim, K. (1999). SPIRIT: Sequential Pattern
Mining with Regular Expression Constraints. 25th International
Conference on. Edinburgh: Morgan Kaufmann Publishers.

Gavrilis, D., & Dermatas, E. (2005). Real-time detection of distributed denial-of-
service attacks using RBF networks and statistical features. Computer
Networks 48, 235-245.

Samekto Rinekso Pribadi, 2019

IMPLEMENTASI ALGORITMA CM-SPADE DALAM MEMBANGUN MODEL SISTEM DETEKSI DENIAL OF
SERVICE MENGGUNAKAN SNORT

Universitas Pendidikan Indonesia | repository.upi.edu | perpustakaan.upi.edu



Gupta, M., & Shrivastava, S. K. (2015). Intrusion Detection System based on
SVM and BeeColony. International Journal of Computer Applications.

Hoque, M. S., Mukit, M. A., & Bikas, M. A. (2012). An implementation of
intusion detection system using genetic algorithm. International Journal of

Network Security & Its Applications.

Huynh, B., Trinh, C., Huynh, H., Van, T.-T., Vo, B., & Snasel, V. (2018). An
efficient approach for mining sequential patterns using multiple threads on
very large databases. Engineering Applications of Artificial Intelligence,
242-251.

Irvine. (1999, October 28). KDD Cup 1999 Data. Diambil kembali dari The UCI
KDD Archive: http://kdd.ics.uci.edu/databases/kddcup99/kddcup99.html

KDD CUP ARCHIVES. (2018). Diambil kembali dari KDD:
https://www.kdd.org/kdd-cup

Kumar, P. A., & Selvakumar, S. (2013). Detection of distributed denial of service
attacks using an ensemble of adaptive and hybird neuro-fuzzy systems.

Computer Communication, 303-319.

Mason, R. D., & Lind, D. A. (1996). Teknik Statistik untuk Bisnis & Ekonomi Jilid
1. Jakarta: Erlangga.

Mohammed, M. N., & Sulaiman, N. (2012). Intrusion Detection System Based on
SVM for WLAN. Procedia Technology 1, 313-317.

Mooney, C. H., & Roddick, J. F. (2013). Sequential Pattern Mining: Approaches
and Algorithms. ACM Computing Surveys.

Ramos, V., & Abraham, A. (2005). ANTIDS: Self Organized Ant-Based
Clustering Model for Intrusion Detection System. Soft Computing as

Transdisciplinary Science and Technology, 977-986.

Samekto Rinekso Pribadi, 2019

IMPLEMENTASI ALGORITMA CM-SPADE DALAM MEMBANGUN MODEL SISTEM DETEKSI DENIAL OF
SERVICE MENGGUNAKAN SNORT

Universitas Pendidikan Indonesia | repository.upi.edu | perpustakaan.upi.edu



Ravale, U., Marathe, N., & Padiya, P. (2015). Feature Selection Based Hybrid
Anomaly Intrusion Detection System Using K Means and RBF Kernel
Function. International Conference on Advanced Computing Technologies

and Applications (hal. 428-435). Procedia Computer Science.

S,S.A,P.,A,S, A, &C., V. (2014). An approach for IDS by combining SVM
and ant colony algorithm. International Journal of Research in

Engineering and Technology, 459-465.

Seo, D., Lee, H., & Perrig, A. (2013). APFS: Adaptive Probabilistic Filter
Scheduling against distributed denial-of-service attacks. Computer &
Security 39, 399-385.

Srikant, R., & Agrawal, R. (1996). Mining sequential patterns: Generalizations
and performance improvements. 5th International Conference on

Extending Database Technology Avignon. Perancis.

Zaki, M. J. (2001). SPADE: An Efficient Algorithm for Mining Frequent

Sequences. Machine Learning, 31-60.

Samekto Rinekso Pribadi, 2019

IMPLEMENTASI ALGORITMA CM-SPADE DALAM MEMBANGUN MODEL SISTEM DETEKSI DENIAL OF
SERVICE MENGGUNAKAN SNORT

Universitas Pendidikan Indonesia | repository.upi.edu | perpustakaan.upi.edu



