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ABSTRACT

The emergence of deepfake audio as a result of text-to-speech-based voice
manipulation poses a serious threat to digital security. Therefore, this study aims
to compare the performance of three lightweight deep learning models, namely
Convolutional Neural Network (CNN), Long Short-Term Memory (LSTM), and
Transformer, in detecting deepfake audio using the WaveFake dataset. The dataset
was processed through a preprocessing stage and extracted into three main
features: MFCC, Mel-spectrogram, and spectrogram. These were then used as
input for each model with uniform training parameters. Evaluation results showed
that CNN achieved the highest accuracy at 92.8%, followed by LSTM at 8§7.8%,
while Transformer obtained 84.9%. CNN excels due to its ability to extract local
patterns in audio data, while Transformer still require further optimization. LSTM
is relatively optimal in handling complex spectral dimensions but not as effective
as CNN. This study concludes that CNN is the most effective architecture for
detecting deepfake audio on the WaveFake dataset and has the potential to be
applied in efficient digital security systems.
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