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Lampiran 3 Kode Training Machine Learning Model Deteksi SQL Injection

import pandas as pd
from joblib import dump

from sklearn.feature extraction.text import
TfidfVectorizer

from sklearn.model selection import train test split
from sklearn.linear model import LogisticRegression
from sklearn.metrics import classification report

from sklearn.metrics import confusion matrix,
ConfusionMatrixDisplay

import matplotlib.pyplot as plt

import numpy as np

df = pd.read csv('Modified SQL Dataset.csv')

X = df['Query']

y = df['Label']




tf vec = TfidfVectorizer (use idf=False, norm=None)
vectorizer = TfidfVectorizer ()

tf matrix = tf vec.fit transform(X)

X tfidf = vectorizer.fit transform(X)

X train, X test, y train, y test =

train test split(X tfidf, y, test size=0.2,

random state=42)

model = LogisticRegression(max iter=500,
solver="'1lbfgs"')

model.fit (X train, y train)
y pred = model.predict (X test)

print (classification report(y test, y pred))

cm = confusion matrix(y test, y pred)
custom labels = ["Bukan SQLi", "SQLi"]

for i, label in enumerate (custom labels):

TP = cm[i, 1]

FN = np.sum(cm[i, :]) - TP

FP = np.sum(cm[:, i]) - TP

TN = np.sum(cm) - (TP + FP + FN)

precision = TP / (TP + FP) if (TP + FP) > 0 else




recall = TP / (TP + FN) if (TP + FN) > 0 else 0.0

fl = 2 * (precision * recall

) / (precision +
recall) if (precision + recall) > 0

else 0.0

accuracy = (TP + TN) / np.sum(cm)

print (f"\nMetrics for {label}:")

print (f" True Positive (TP): {TP}")
print (f" True Negative (TN): {TN}")
print (f" False Positive (FP): {FP}")
print (f" False Negative (FN): {FN}")
print (f" Precision: {precision:.2f}")
print (f" Recall: {recall:.2f}")

print (f" Fl-Score: {fl:.2f}")

print (f" Accuracy: {accuracy:.2f}")

disp = ConfusionMatrixDisplay (confusion matrix=cm,
display labels=custom labels)

disp.plot (cmap=plt.cm.Blues)
plt.title(f"Confusion Matrix TF-IDF + LR")
plt.xlabel ("Predicted")

plt.ylabel ("True")

plt.show ()




dump (model, 'model.joblib'")

dump (vectorizer, 'vectorizer.joblib')
dump (X tfidf, 'x tfidf.joblib"')

dump ( [model, vectorizer, X tfidf, tf matrix],

'all.joblib"'")




