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ABSTRAK 

Penelitian ini mempunyai tujuan untuk mengevaluasi dampak dari 

implementasi Intrusion Prevention System pada performa jaringan Software 

Defined Network yang mengalami berbagai jenis serangan Distributed Denial of 

Service. Dengan melakukan 2 perbandingan yaitu perbandingan Pengukuran I 

sebelum serangan dengan Pengukuran II saat terjadi serangan dan perbandingan 

Pengukuran II saat terjadi serangan dengan Pengukuran III saat terjadi serangan 

dengan IPS aktif. Melalui analisis terhadap parameter yang mengukur performa 

jaringan seperti throughput, delay, packet loss, serta penggunaan CPU dan memori. 

Dari hasil penelitian menunjukkan bahwa serangan DDoS mempunyai dampak 

yang signifikan terhadap performa jaringan dan implementasi IPS mampu 

meningkatkan throughput dan menurunkan packet loss secara signifikan. Namun di 

samping itu, menyebabkan adanya peningkatan delay dan penggunaan sumber daya 

sistem, memperlihatkan kebutuhan akan kapasitas infrastruktur jaringan yang lebih 

besar untuk mendukung operasi IPS. Melihat hal tersebut, maka sekalipun IPS 

efektif dalam mengurangi dampak serangan, terdapat beberapa hal yang masih 

membutuhkan pertimbangan dalam hal jaringan dan kebutuhan sumber daya. 

 

Kata Kunci: SDN, DDoS Attack, IPS, Mitigasi, Network Security 
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ABSTRACT 

This study aims to evaluate the impact of Intrusion Prevention System 

implementation on the performance of Software Defined Network networks that 

experience various types of Distributed Denial of Service attacks. By doing 2 

comparisons, namely comparison of Measurement I before the attack with 

Measurement II during the attack and comparison of Measurement II during the 

attack with Measurement III during the attack with an active IPS. Through analysis 

of parameters that measure network performance such as throughput, delay, packet 

loss, and CPU and memory usage. The results show that DDoS attacks have a 

significant impact on network performance and IPS implementation is able to 

increase throughput and reduce packet loss significantly. However, it caused an 

increase in delay and system resource usage, demonstrating the need for greater 

network infrastructure capacity to support IPS operations. Given this, even though 

IPS is effective in reducing the impact of attacks, there are some things that still 

require consideration in terms of network and resource requirements. 

 

Keywords: SDN, DDoS Attack, IPS, Mitigation, Network Security 
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