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PENGEMBANGAN SISTEM PENGAMANAN PINTU RFID BERBASIS
INTERNET OF THINGS DENGAN ALGORITMA ENKRIPSI AES-128

Dhimaz Purnama Adjhi

2003411

ABSTRAK

Berkembangnya pasar sistem Radio-Frequency Identification (RFID) dan kemajuan
teknologi Internet of Things (IoT) telah memberikan dampak signifikan dalam sistem
pencatatan dan autentikasi seperti sistem pengamanan pintu RFID berbasis 1oT. Namun,
sistem RFID dengan integrasi IoT memunculkan tantangan keamanan baru, terutama
dalam serangan network sniffing dan Man-in-the-Middle (MiTM). Penelitian ini bertujuan
untuk mengembangkan sistem pengamanan pintu RFID berbasis 10T dengan
mengimplementasikan  kriptografi Advanced Encryption Standard (AES-128),
mengevaluasi kinerjanya, dan meminimalisir kerentanan insecure data transfer and
storage pada protokol komunikasi MQTT. Menggunakan metode penelitian Design
Research Methodology (DRM) dan metode pengembangan sistem Agile, sistem ini
dikembangkan serta diuji dengan metode Black-box Testing. Hasil penelitian
menunjukkan bahwa implementasi algoritma enkripsi AES-128 berhasil mengamankan
data penting seperti UID kartu/tag RFID pada sistem pengamanan pintu RFID berbasis
IoT, mencegah penyalahgunaan hak akses, dan mengurangi risiko serangan network
sniffing dan MiTM. Adapun temuan selebihnya dari penelitian ini ialah sistem yang
dikembangkan oleh penulis berfungsi dengan baik yang memenuhi kebutuhan
fungsionalitas, memperoleh data proses kecepatan enkripsi AES-128 di beberapa
microcontroller, serta hasil pengujian ketahanan enkripsi AES-128 yang dihasilkan.
Inovasi ini diharapkan menjadi standar industri untuk ruangan dengan tingkat keamanan
tinggi seperti ruangan server, ruangan balita di rumah sakit, laboratorium, gudang, dan
brankas. Dengan demikian, penelitian ini berkontribusi pada pengembangan paradigma
keamanan yang lebih tangguh dalam protokol komunikasi MQTT melalui penerapan
enkripsi data AES-128, meningkatkan integritas dan kerahasiaan data dalam sistem
pengamanan pintu RFID berbasis 10T.

Kata Kunci: Sistem Pengamanan Pintu; RFID; loT; MQTT; AES-128
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DEVELOPMENT OF RFID DOOR SECURITY SYSTEM BASED ON
INTERNET OF THINGS WITH AES-128 ENCRYPTION ALGORITHM

Dhimaz Purnama Adjhi

2003411

ABSTRACT

The growing market for RFID systems and advancements in 10T technology have had a
significant impact on recording and authentication systems such as loT-based RFID door
security systems. However, RFID systems with loT integration pose new security
challenges, especially in network sniffing and MiTM attacks. This research aims to
develop an loT-based RFID door security system by implementing AES-128
cryptography, evaluating its performance, and minimizing the vulnerability of insecure
data transfer and storage using the MQTT communication protocol. Using the DRM
research method and the Agile system development method, this system was developed
and tested using the Black-box Testing method. The results showed that the
implementation of the AES-128 encryption algorithm successfully secures important data
such as the UID RFID tag on the loT-based RFID door security system, prevents misuse
of access rights, and reduces the risk of network sniffing and MiTM attacks. The
remaining findings of this research are that the system developed by the author works
well that meets the functionality needs, obtaining data on the AES-128 encryption speed
process on several microcontrollers, as well as the results testing the durability of the
resulting AES-128 encryption. This innovation is expected to become an industry
standard for rooms with high security levels such as server rooms, toddler rooms in
hospitals, laboratories, warehouses, and safes. Hence, this research contributes to the
development of a more robust security paradigm in the MQTT communication protocol
through the application of AES-128 encryption, improving data integrity and
confidentiality in loT-based RFID door security systems.

Keywords: Door Security System; RFID; loT; MQTT; AES-128;
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