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ABSTRAK

Dalam era digital yang rentan terhadap risiko kebocoran dan peretasan, perlindungan data
sensitif menjadi krusial. Kriptografi telah menjadi elemen kunci dalam melindungi
informasi, dengan fokus pada pengembangan keamanan data. Penelitian ini mengusulkan
pendekatan yang menggabungkan metode kriptografi hybrid, yaitu Advanced Encryption
Standard (AES) dan Elliptic Curve Cryptography (ECC), dengan teknik steganografi Least
Significant Bit (LSB). Proses implementasi mencakup pembangkitan kunci ECC, enkripsi
pesan menggunakan AES, enkripsi kunci AES menggunakan ECC, dan penyisipan hasil
enkripsi ke dalam gambar menggunakan metode LSB. Implementasi ini menunjukkan
peningkatan keamanan data melalui serangkaian tahapan yang melibatkan teknik
kriptografi simetris (AES), kriptografi asimetris (ECC), dan steganografi. Hasil penelitian
menunjukkan bahwa pendekatan ini memberikan tingkat keamanan yang tinggi. Pesan
terenkripsi yang disisipkan ke dalam gambar juga mengurangi kecurigaan pihak ketiga,
menghasilkan perlindungan informasi secara komprehensif.

Kata Kunci: Kriptografi, Kriptografi Hybrid, Advanced Encryption Standard, Elliptic
Curve Cryptography, Steganografi, Least Significant Bit
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ABSTRACT

In a digital age vulnerable to the risk of leaks and hacking, the protection of sensitive data
becomes crucial. Cryptography has become a key element in protecting information, with
a focus on developing data security. The research proposes an approach that combines
hybrid cryptography methods, namely Advanced Encryption Standard (AES) and Elliptic
Curve Cryptography (ECC), with the Least Significant Bit steganography technique (LSB).
The implementation process includes generating ECC keys, encrypting messages using
AES, encryption of AES keys using ECC, and inserting the result of encryptions into images
using the LSB method. This implementation demonstrates improved data security through
a series of stages involving symmetrical cryptography (AES), asymmetric cryptography
(ECC), and steganography techniques. Research results show that this approach provides
a high level of security. Encrypted messages inserted into images also reduce suspicion of
third parties, resulting in comprehensive information protection.

Keywords: Cryptography, Hybrid Cryptography, Advanced Encryption Standard, Elliptic
Curve Cryptography, Steganography, Least Significant Bit
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